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Ref. No. SC/PAC/2019/01 Date: 05/07/2019

NOTICE

It is to inform all the members of Program Academic Advisory Cell (PAC) that
there will be a meeting on 09/07/2019 at 12.00 PM in Seminar Room to discuss
about the various academic activities for the upcoming session. All concerned are
requested to attend the meeting on time and be prepared to contribute to the

discussion.

Mo

Principal



Ref. No. SC/PAC/2019/01 Date: 05/07/2019

CIRCULAR

It is to inform all the members of Program Academic Advisory Cell (PAAC) that
there will be a meeting on 09/07/2019 at 12.00 PM in Seminar Room to discuss
about the various academic activities for the upcoming session. All concerned are

requested to attend the meeting on time and be prepared to contribute to the

discussion.

Mo

Principal



Meeting Minutes
Date 09/07/2019
Time: 12:00 PM
Place: Seminar Room

Agenda:

To organize Alumni, meet and farewell for the final year students.

To conduct student exit survey.

To discuss important questions for examination.

Soft skills training for placement and internship.

Analysis of slow learner and their mentoring.

To discuss about the conduction of practical examination.

Submission of dissertation and projects by students.

To organize seminars by final year students.

To conduct remedial classes for weak learners on difficult topics on Saturdays.
. To organize science exhibition, Panache, departmental quizzes, Industrial trips,

surveys etc.
11. To organize Value added courses for next Semester Students
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Minutes:
Principal called the meeting to order at 12.PM in Seminar Room. The attendees were
welcomed, and the agenda for the meeting was presented.

1. To organize Alumni, meet and farewell for the final year students: The Principal
proposed organizing an Alumni meet to facilitate interactions between current students and
successful graduates. The event will serve as an opportunity for networking, mentorship,
and sharing experiences. Additionally, a farewell program will be arranged dates and



details of these events will be decided in consultation with the concerned faculty members and
student representatives.

To conduct student exit survey: The Principal suggested conducting a student exit survey
to gather feedback from graduating students. The survey will focus on their overall college
experience, including academic programs, infrastructure, faculty support, extracurricular
activities, and placement opportunities. The feedback received will help in assessing the
college's strengths and areas for improvement.

To discuss important questions for examination: The Principal highlighted the need to
discuss and finalize the important questions for the upcoming University examination.
Faculty members were encouraged to collaborate and share their expertise in determining the
key topics and questions that students should focus on during their exam preparation. This
will ensure that students are well-prepared for the examination.

Soft skills training for placement and internship: To enhance students' employability and
prepare them for the professional world, the Principal proposed conducting soft skills
training programs. These programs will focus on improving students' communication skills,
teamwork abilities, time management, and overall personality development.

The training will specifically target placement and internship opportunities, equipping
students with the necessary skills to succeed in their future careers.

Analysis of slow learners and their mentoring: The Principal emphasized the importance
of identifying and addressing the needs of slow learners. It was suggested to analyze the
performance and progress of such students and provide them with personalized mentoring
and support. Faculty members were requested to closely monitor the academic progress of
slow learners and implement strategies to help them overcome their challenges.

To discuss the conduction of practical examination: The Principal proposed a discussion
on the conduction of practical examinations. The logistics, evaluation criteria, and
assessment procedures for the practical exams will be determined and communicated to the
faculty members. It was emphasized that the practical examinations should provide a fair and
comprehensive assessment of students' practical knowledge and skills.

Submission of dissertations and projects by students: The Principal reminded the faculty
members about the submission deadline for dissertations and projects by the students. Clear
instructions and guidelines regarding the format, content, and submission process should be
provided to the students to ensure a smooth submission process.

To organize seminars by final year students: To showcase the research and academic
achievements of the final year students, the Principal suggested organizing seminars where
they can present their findings and share their knowledge with the college community. This
will provide a platform for intellectual exchange and foster a culture of academic
engagement.



10. To conduct remedial classes for weak learners on difficult topics on Saturdays: The
Principal recommended organizing remedial classes on Saturdays to provide additional
support to weak learners. These classes will focus on addressing difficult topics and
concepts, helping students overcome their challenges and improve their understanding.
Faculty members were encouraged to volunteer and contribute to these remedial classes.

11. To organize science exhibition, Panache, departmental quizzes, industrial trips,
surveys, etc.: The Principal proposed organizing various extracurricular activities and
events, such as science exhibitions, cultural events like Panache, departmental quizzes,
industrial trips, and surveys. These activities will provide students with opportunities for
practical learning, creative expression, and holistic development.

12. To organize Value added courses for Semester 2" Students

The Principal elaborated on the importance of providing value-added courses to enhance the
academic experience and skill set of students. Various suggestions were put forth regarding
the types of value-added courses that could be beneficial for Semester 2" students.
Suggestions included courses related to communication skills, coding, financial literacy, and
career development.

Action Items:

1. The Principal will coordinate with faculty members and student representatives to
finalize the dates and details of the Alumni meet and farewell program.

2. Faculty members will develop and conduct the student exit survey, ensuring
comprehensive feedback is collected.

3. Faculty members will collaborate to finalize important questions for the upcoming
examination.

4. The administration will organize soft skills training programs, focusing on placement and
internship opportunities.

5. Faculty members will identify slow learners, provide personalized mentoring, and
monitor their progress.

6. Faculty members will discuss and plan the conduction of practical examinations,
ensuring fairness and thorough assessment.

7. The administration will remind students about the submission deadline for dissertations and
projects, providing clear guidelines.

8. The administration will facilitate the organization of seminars by final year students,
allowing them to showcase their research and knowledge.

9. Faculty members will schedule remedial classes for weak learners on Saturdays,
focusing on difficult topics.

10. The administration will coordinate the organization of science exhibitions, Panache,
departmental quizzes, industrial trips, surveys, and other extracurricular activities.

11. The Academic Committee will compile a list of potential value-added courses based on the
suggestions provided during the meeting.



These action items will be followed up on in subsequent meetings to track progress and ensure
the successful implementation of the proposed agendas.

Closing:

Principal expressed gratitude to the staff members for their active participation and valuable
input during the meeting. It was emphasized that their collaboration and dedication are
essential in implementing the discussed agendas successfully. The staff members were
encouraged to further develop and refine these proposals and work collectively towards the
holistic development of the students.

The meeting concluded at 02.00 PM. The next meeting will be scheduled and communicated to
the committee members accordingly.

Mo

Principal



Date- 03/10/2019

Notice

We are pleased to inform all the students that the VValue Added Course (VAC) -
Fundamentals of Cybersecurity classes will commence from October 15,
2019. This course is designed to provide additional skills and knowledge
beyond the regular curriculum, enhancing your learning experience and

Improving your career prospects.

Details of the VAC Classes:
Start Date: October 15, 2019
Timings: 3:00 PM to 4:00 PM (Monday to Saturday)

Faculty Coordinator- Suchi Sharma

Principal
CC-
HOD of all departments



Date- 07/10/2019

Circular

We are pleased to inform all the students that the Value Added Course (VAC)-
Fundamentals of Cybersecurity classes will commence from October 15,
2019. This course is designed to provide additional skills and knowledge
beyond the regular curriculum, enhancing your learning experience and

Improving your career prospects.

Details of the VAC Classes:
Start Date: October 15, 2019
Timings: 3:00 PM to 4:00 PM (Monday to Saturday)

Faculty Coordinator- Suchi Sharma

Principal
CC-
HOD of all departments



Value Added Course: Fundamentals of Cybersecurity
EXPECTED OUTCOMES

On completion of the course, student will be able to-

Students must be aware of how to protect their personal data, such as academic records, social media
accounts, and emails, from unauthorized access.

Avoiding suspicious websites and not downloading software or files from untrusted sources.

Using secure browsers and enabling privacy settings.

Recognizing phishing emails or fake websites that attempt to steal login credentials for student
portals or personal accounts.

Avoid clicking on unknown links or providing sensitive information through email.

Using strong, unique passwords for student accounts (like college email, learning management
systems) and considering a password manager.

Enabling multi-factor authentication (MFA) for an extra layer of security.

Keeping laptops, phones, and tablets secure by using updated antivirus software and system updates.
Regularly backing up academic data and coursework to secure cloud services or external storage
devices.

Students are common targets for social engineering attacks, where hackers may try to manipulate
them into giving out confidential information (e.g., passwords).

Being cautious about sharing personal details online or through public networks.

Avoid using public Wi-Fi for sensitive activities like logging into student portals, banking, or
submitting assignments.

Using a Virtual Private Network (VPN) for added security when accessing college resources
remotely.

Students should understand the importance of ethical behavior in cyberspace, avoiding illegal
activities such as hacking or unauthorized data access, which can have serious academic and legal
consequences.

Learning about tools like encryption software, secure email clients, and VPNs to enhance their
personal Encouraging students to explore career paths in cybersecurity through internships, courses,
or certifications related to ethical hacking, cybersecurity analysis, or digital forensics.



Value Added Course: Fundamentals of Cybersecurity
COURSE OUTCOMES

Subject Fundamentals of Cybersecurity

Identify and describe key concepts in cybersecurity.
Co1

Recognize and mitigate common security threats and vulnerabilities.
CO2

CO3

Implement basic security measures and best practices.




Value Added Course of Fundamentals of Cybersecurity
October 15, 2019 to November 23, 2019
Syllabus

Module 1: Introduction to Cybersecurity

Lecture 1: Overview of Cybersecurity
Lecture 2: Types of Cyber Threats and Attacks
Lecture 3: Key Terminology and Concepts
Lecture 4: Importance of Cybersecurity

Module 2: Cyber Threats and Vulnerabilities

Lecture 5: Malware (Viruses, Worms, Trojans)
Lecture 6: Phishing and Social Engineering
Lecture 7: Network Vulnerabilities and Attacks
Lecture 8: Web Security Threats

Module 3: Security Measures and Best Practices

Lecture 9: Encryption and Cryptography

Lecture 10: Firewalls and Intrusion Detection Systems
Lecture 11: Secure Password Practices and Authentication
Lecture 12: Data Backup and Recovery

Module 4: Practical Cybersecurity Skills

Lecture 13: Setting Up and Configuring Security Tools
Lecture 14: Conducting Security Assessments

Lecture 15: Responding to Security Incidents

Lecture 16: Case Study: Analyzing a Security Breach

Module 5: Project Work and Review

Lecture 17: Project Guidelines and Requirements
Lecture 18: Working on Cybersecurity Projects
Lecture 19: Project Presentation and Feedback
Lecture 20: Course Review and Future Directions
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Assessment and Evaluation:

Assignments: Research and practical assignments on cybersecurity topics (30%)
Practical Work: Hands-on exercises with security tools (20%)

Project: Cybersecurity project with a report and presentation (30%)

Exams: Mid-term and final exams (20%)

Learning Resources:

Textbooks:

"Cybersecurity Essentials” by Charles J. Brooks

"The Basics of Hacking and Penetration Testing™ by Patrick Engebretson
Online Resources:

Cybrary: Free Cybersecurity Training

Coursera: Introduction to Cyber Security Specialization

Software Tools:

Wireshark

Metasploit

Nessus



Syllabus: Fundamentals of Cybersecurity

Unit 1: Introduction to Cybersecurity

Definition and Importance of Cybersecurity.
Types of Cyber Attacks:

o Malware, Phishing, Ransomware, Denial of Service (DoS) attacks.

e Importance of Cybersecurity in Education:

o Protecting academic data (e.g., exam results, personal information).

e Common Cyber Threats to Students:

o Personal account hacking, social media threats, and academic fraud.
Unit 2: Cybersecurity Principles

« Confidentiality, Integrity, and Availability (CIA Triad):

o Ensuring that information is accessible only to authorized users.

o Maintaining the accuracy and completeness of data.

o Guaranteeing access to systems and data when required.

e Authentication and Authorization:

o Difference between authentication (verifying identity) and authorization (permission to access resources).

« Social Engineering:

o What is it and how it tricks students into providing sensitive information.
Unit 3: Cybersecurity Best Practices for Students

« Password Management:

o Importance of using strong passwords and multi-factor authentication.

o Tips for creating secure passwords.

o Safe Browsing:

o Using secure browsers, avoiding suspicious links, and downloading from trusted sources only.

e Antivirus and Firewalls:

o Using antivirus software and firewalls for device protection.

o Regular software updates and system patches.
Unit 4: Protecting Personal and Academic Data

o Data Encryption:

o Understanding the role of encryption in protecting data.

o How students can use encryption tools for email and file protection.

« Backing Up Data:

o Importance of regularly backing up academic assignments and personal files to secure locations (cloud,
external drives).

e Public Wi-Fi Security:

o Risks of using public Wi-Fi for academic work.

Use of Virtual Private Networks (VPN) to secure connections.
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Unit 5: Ethical Cybersecurity and Career Opportunities

Ethical Behavior in Cyberspace:

Understanding what constitutes ethical vs. unethical hacking.

Consequences of illegal online activities (e.g., hacking, data theft).

Cybersecurity Careers:

Overview of roles like Cybersecurity Analyst, Ethical Hacker, Network Security Engineer.
Certifications and skills needed to pursue a career in cybersecurity.

Educational Resources:

Free online courses, certifications, and platforms for students interested in cybersecurity.



Time Table
Fundamentals of Cybersecurity

W.e.f.: 14/10/2020

Days Subject Time
Monday Fundamentals of Cybersecurity 03-00-04:00PM
Tuesday Fundamentals of Cybersecurity 03:00-04:00PM
Wednesday Fundamentals of Cybersecurity 03:00-04:00PM
Thursday Fundamentals of Cybersecurity 03:00-04:00PM
Friday Fundamentals of Cybersecurity 03:00-04:00PM
Saturday Fundamentals of Cybersecurity 03:00-04:00PM
Copy to: W

e Vice Principal F’m

e HOD's of all Departments



Lesson Plan

Fundamentals of Cybersecurity

Unit

Topic

Weekdays

Allotment

Unit-1

e What is Cybersecurity?: Understanding the basics
and need for cybersecurity.

¢ Importance of Cybersecurity for Students:
Protecting personal and academic data.

e Types of Cyber Attacks:

e Malware, Phishing, Ransomware.

Monday-Saturday

03:00-04:00PM

Unit-1

¢ Denial of Service (DoS) and Distributed Denial
of Service (DDoS).

e Impact of Cyber Attacks on Educational
Institutions:

e Data breaches, academic fraud, and system
downtimes.

Monday-Saturday

03:00-04:00PM

Unit-11

¢ Confidentiality: Ensuring data is only accessible
to those who are authorized.

e Integrity: Protecting data from being altered or
tampered with.

¢ Availability: Ensuring data and resources are
accessible when needed.

Monday-Saturday

03:00-04:00PM

Unit-11

e Difference between verifying identity
(authentication) and granting access rights
(authorization).

Social Engineering:

e Techniques used to trick individuals into giving
out sensitive information.

¢ Recognizing common social engineering tactics
like phishing.

Monday-Saturday

03:00-04:00PM




Unit-111

Password Security:

Creating strong and unique passwords.

Use of multi-factor authentication (MFA) to
enhance security.

Password managers for securely storing credentials.

Safe Internet Practices:
How to browse securely (using HTTPS, secure

browsers).
Avoiding phishing links and scams.

Monday-Saturday

03:00-04:00PM

Unit-111

Antivirus and Firewalls:

Importance of regularly updating antivirus software.
Role of firewalls in protecting devices from threats.

Software Updates:

e Why updating software and applying security
patches is critical.

Monday-Saturday

03:00-04:00PM

Unit-1V

e Data Encryption:

How encryption protects personal and academic
data.

Tools students can use to encrypt emails, files, and
other sensitive information.

e Public Wi-Fi Risks:

The dangers of using public Wi-Fi for sensitive
tasks.

How to use Virtual Private Networks (VPNSs) to
secure internet connections.

Monday-Saturday

03:00-04:00PM




Unit-1V

e Backing Up Data:

Importance of regular backups of coursework,
research, and personal files.

Safe backup options (cloud storage, external hard
drives).

e Device Security:
Locking devices with strong passwords or

biometric methods.
Use of encryption for device storage.

Monday-Saturday

03:00-04:00PM

Unit-V

e Ethical Cybersecurity:

The importance of ethical behavior in cyberspace.
Consequences of illegal activities such as hacking
or data theft.

e Cybersecurity Laws and Regulations:
Understanding basic legal frameworks related to

cybersecurity and data protection.
Overview of GDPR, IT Act, etc.

Monday-Saturday

03:00-04:00PM

Unit-V

e Careers in Cybersecurity:

Roles like Cybersecurity Analyst, Ethical Hacker,
Penetration Tester, and Network Security Engineer.
Certifications that can help (e.g., CompTIA
Security+, Certified Ethical Hacker (CEH)).

e Resources for Learning Cybersecurity:

Online courses, books, and tools for students to
enhance their cybersecurity skills.

Monday-Saturday

03:00-04:00PM




Assessment: Fundamentals of Cybersecurity
Question Paper

Instructions:
e Answer all questions.
e Each question carries 10 marks.

Part A: Theory (40%o)

1. Cybersecurity Fundamentals
a. Explain the importance of cybersecurity in protecting digital information. (5 marks)
b. Identify and describe three common types of cyber threats. (10 marks)
2. Security Measures
a. Describe the role of encryption and cryptography in securing data. (5 marks)
b. Explain how firewalls and intrusion detection systems work. (10 marks)
3. Incident Response
a. Discuss the steps involved in responding to a security incident. (5 marks)
b. Explain how data backup and recovery contribute to cybersecurity. (5 marks)

Part B: Practical (40%o)

1. Security Tools
a. Configure and use a provided security tool (e.g., Wireshark) to analyze network traffic. (10
marks)
b. Perform a vulnerability assessment using a provided tool (e.g., Nessus). (10 marks)

2. Case Study
a. Analyze a security breach case study. Identify vulnerabilities and suggest mitigation
strategies. (10 marks)
b. Document your findings and recommendations in a report. (10 marks)

Part C: Project (20%)
1. Cybersecurity Project

a. Develop and implement a security plan for a hypothetical organization. Include a report
detailing your strategies and tools used. (10 marks)



Result Analysis: Fundamentals of Cybersecurity

S. No. | Name Class Q1 Q2 Q3 Q4 Q5
(10) (10) (10) (10) (10)
1.  |AMAN MEENA B.A. I 8 7 9 10 10
2. PRERANA MEEMALCHYA B.A. I 8 10 7 8 9
3. MSJHANVI MIDDHA B.A. Il 9 10 7 9 9
4. YASH KUMAR SHARMA B.Com | 10 10 7 7 8
5. MSKAMYA PARIHAR B.Com | 9 9 8 9 8
6. |MSRUCHIKA SINGH 5.Com | 9 10 10 7 9
NATHAWAT
7. MSPRIYA SAINI B.Com | 9 9 7 7 10
8. VISHAL SHARMA B.COM IlI 9 9 8 9 8
9. |KARAN DUDEJA B.SC HONS II 8 10 8 9 9
10. |[TEJVEER KUNTAL B.SCHONS III | 10 10 7 9 9
11. RAHUL CHOUDHARY B.SCHONS Il |7 10 7 7 10
12. SHAHRUKH KHAN B.SCHONSIII |9 9 9 10 8
13. |KIRAN KUMARI YADAV B.SC | 7 7 10 10 10
14. ATUL SAMBHARIA B.SC | 10 9 7 8 9
15, [VINI KAUSHIK B.SC | 9 10 9 8 7
16. |KRISHAN PADH SARAN 5.5C | 9 10 9 10 7
SHARMA

17. SOMESHWAR SHARMA B.Sc I 10 8 10 8 7
18. UJJAWAL TRIVEDI B.Sc I 10 10 7 10 8
19. [MANRAJ MEHRA B.Sc Il 10 10 7 7 7
20. RAHUL BAIRWA B.Sc Il 8 10 8 10 7
21. INAGESH DHANKHAR B.Sc Il 10 10 8 10 8
22. |SUNIL CHOUDHARY BBA 1st 9 7 8 8 10
23. INILAY RAI BBA 1st 8 8 7 9 9
24. SAHIL KUMAR BBA 1st 9 10 10 9 10
25. |SURESH BERA BBA 1st 7 8 7 8 10
26. PRABHASH KUMAR BBA 1st 7 8 8 7 10
27. |KHATRINITESH VASUDEV BBA 1st 9 9 7 9 9
28. MS NANCY BANSAL BBA 1st 10 10 10 8 8
29. |MS ARPITA SURANA BBA 1st 9 7 10 10 9
30. AMAN MOHAMMED BBA 1st 9 7 10 9 9
31. MUKESH RAJORIYA BBA 2nd A 9 10 8 7 8
32. |LAKSHYA ANAND BBA 3rd A 10 9 7 8 10
33. BALWANT GURIJAR BBA 3rd A 7 7 10 10 9
34. MS POOJA SHARMA BCA 1st 9 9 8 9 7
35.  MOHIT HARCHANDANI BCA 1st 7 7 7 9 9




36. [MOHD ASHIK SAIFI BCA 1st 10 10 8 10 8
37.  |AJAY SONI BCA 2nd 9 7 8 8 10
38. |ANUGRAH GUPTA BCA 2nd 8 8 7 9 9
39. MUKESH KUMAR BCA 2nd 9 10 10 9 10




APPLICATION FORM

Add On Course:-"" Fundamentals of Cybersecurity”

October 15, 2019 to November 23, 2019

Student's Name D eeeeeeeeeeteannetteenasnesesteenannnencaenas
Father's Name D teeeeeceeccenncennecancannecsaseannensnennnens
Class L teeeeteeecececececesenessnesaseanncanneannanne
Percentage of Marks obtained in Last Qualifying Examination: .............
Date of Admission in this Institution: .........cccceeveeevvinneen.

Phone No. D teeececccecesccncecncnnes

Mobile D teeeeeerecenncanncennnonns

DETAILS OF ADD ON COURSES

Parent's Signature: ................. Student's Signature: ........
Date: Date:
Reference

Signature of Counsellor: ......

Name of Counsellor D teeeeeeeceresneeennneeassneessnnoonns
Remarks of Counsellor D eeeeeeeeceetaneeananecenesnesannoons
Remarks of Principal D teeeeeseenssttteittcessstnennnnnnnnane



Fundamentals of Cybersecurity
October 15, 2019 to November 23, 2019

Enrolled List: -
SR Name of Student Class Signature
1 AMAN MEENA B.A. I
2 PRERANA MEEMALCHYA B.A. I
3 MS JHANVI MIDDHA B.A. Il
4 YASH KUMAR SHARMA B.ComI
5 MS KAMYA PARIHAR B.Com I
6 MS RUCHIKA SINGH NATHAWAT B.ComI
7 MS PRIYA SAINI B.ComI
8 VISHAL SHARMA B.COM Il
9 KARAN DUDEJA B.SC HONS II
10 TEJVEER KUNTAL B.SC HONS Il
11 RAHUL CHOUDHARY B.SC HONS Il
12 SHAHRUKH KHAN B.SC HONS Il
13 KIRAN KUMARI YADAV B.SC |
14 ATUL SAMBHARIA B.SC I
15 VINI KAUSHIK B.SC |
16 KRISHAN PADH SARAN SHARMA B.SC |
17 SOMESHWAR SHARMA B.Sc Il
18 UJJAWAL TRIVEDI B.Scll
19 MANRAJ MEHRA B.Sc il
20 RAHUL BAIRWA B.Sc 1l
21 NAGESH DHANKHAR B.Sc il
22 SUNIL CHOUDHARY BBA 1st
23 NILAY RAI BBA 1st
24 SAHIL KUMAR BBA 1st
25 SURESH BERA BBA 1st
26 PRABHASH KUMAR BBA 1st
27 KHATRI NITESH VASUDEV BBA 1st
28 MS NANCY BANSAL BBA 1st
29 MS ARPITA SURANA BBA 1st
30 AMAN MOHAMMED BBA 1st
31 MUKESH RAJORIYA BBA 2nd A
32 LAKSHYA ANAND BBA 3rd A
33 BALWANT GURJAR BBA 3rd A
34 MS POOJA SHARMA BCA 1st




35 MOHIT HARCHANDAN!I BCA 1st
36 MOHD ASHIK SAIFI BCA 1st
37 AJAY SONI BCA 2nd
38 ANUGRAH GUPTA BCA 2nd
39 MUKESH KUMAR BCA 2nd




Fundamentals of Cybersecurity

October 15, 2019 to November 23, 2019
Attendance Sheet
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